
A Review on Watermarking Scheme for Online Multimedia…. J. Udayakumar et al., 

 

 

444 

 

International Journal of Research and Reviews in 
Applied Sciences and Engineering (IJRRASE) 

Vol .10. No.1, 2018 Pp.444-451 
©gopalax Journals, Singapore 
available at : www.ijcns.com 

ISSN: 2231-0061 

 

A Review on Watermarking Scheme for Online Multimedia 

Copyright Protection Using Chaotic Map 

J. Udayakumar 

       Research Scholar 

Department of Computer Science & Engineering                
FEAT, Annamalai University 

 

Dr. G. Prabakaran 
Assistant Professor  

Department of Computer Science & Engineering                
FEAT, Annamalai University 

 

Abstract 

The increasing number of problems related to the ownership protection of the multimedia 
content & its authentication due to digital revolution had lead to evolution of digital 
watermarking techniques. Digital watermarking provides a viable solution in minimizing this 
problem and boosting the confidence among multimedia content i.e. text, image, video, audio 
providers to make available there content on a public domain. But the watermarks used in 
most of the watermarking methods are not personalized or unique because of which the 
problem of ambiguity arises if same watermark is used by two individuals. In this paper we 
propose a novel method to generate a unique personalized watermark which can act as 
authenticating information for any watermarking algorithm specially targeting an audio. The 
watermarks are generated through feature vectors extracted from the speech of an individual 
which are unique for a particular person. The uniqueness of the watermark is shown through 
exhaustive experiments.  

Keywords: Intellectual Property Rights (IPR), Audio Watermarking, Digital Right 
Management (DRM), Feature Extraction, Personalized Watermarks, Security) 

 
1. Introduction  

 
Fast development of Internet technology in recent years has improved the ways to 

distribute and exchange digital multimedia with less time, lower complexities and better 
efficiency than ever. Digital multimedia can be manipulated or reproduced easily without the 
loss of information by using powerful multimedia processing tools that are widely available. 
In particular, safe distribution and management of multimedia content have become the real 
challenge. To satisfy these needs, several techniques have been developed, among them 
digital watermarking and encryption. Digital watermarking and Encryption are two 
complementary techniques that are used for protecting the multimedia content. Encryption 
provides a means for secure delivery of multimedia content to the consumer. Legitimate 
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consumers are provided with a key to decrypt the content in order to view or listen to it. After 
the decryption phase, an untrustworthy consumer may alter or copy the decrypted content in a 
manner that is not permitted by the content owner; hence encrypted content need an 
additional security level in order to keep control on them. On the other hand, one may want to 
check the presence of a watermark without deciphering the data. Therefore, the challenging 
goal seems to be the achievement of both levels of protection simultaneously in order to 
allow jointly exploiting the benefits of the two mechanisms [1].  
 

The availability of multimedia in digital form has been a boon for multimedia 
industries, multimedia creators for decades. There are numerous advantages of having 
multimedia contents in digital form against an analog form. Few are ease of storage, ease of 
copying, ease of distribution, ease of encryption and decryption etc. [1]. With these ease of 
operations which can be done on multimedia data, the illegal distribution and illegal sharing 
of multimedia data on the internet and also off the internet has increased many fold. 
Consequently, multimedia content providers i.e. authors, publishers are discouraged & 
damped to grant the distribution of their document on the networked environment. The 
intellectual property authentication has become an issue of concern [2]. 
 

There is a huge financial as well as loss of employment to many due to piracy and 
illegal distribution. A study by Institute of Policy information (IPI) approximates the loss of 
12.5 billion USD for US economy annually due to multimedia piracy [5]. In addition to this 
huge monitory loss, there is a loss of as many as 70,000 jobs annually. A similar report on 
Australian Multimedia industries on behalf of Australian Federation Against Copyright 
Thefts (AFACT) in Feb 2011, estimates the annual revenue loss to be 1.37 billion $[6]. As far 
as the loss due to piracy in India is concerned, study released by U.S. India Business Council 
(USIBC) showed as much as Rs. 16,000 crores loss each year due to piracy and 800,000 
direct jobs lost as a result of theft and piracy. This is hugely afflicting India's entertainment 
industry [7]. The piracy of music also shares appreciable part of the total revenue loss due to 
multimedia piracy. One of the India’s largest e- commerce companies shut their online music 
store within one year of its infancy due to the online piracy and methods to combat the same 
[12]. 
 
2. Literature Review 

 
 In this era, the communication through multimedia components is on demand. The 

data like text, images, video and audio is communicated through network. Cryptographic 
techniques are used to provide the protection of data and information while transmission of 
data over the network. 
 
Zhao et al. proposed a chaotic watermarking technique based on DWT and logistic map and 
done it in wavelet domain. In this technique, author divide the image in non-overlapping 
blocks and select some of them for create a sub image. The selection of blocks is done with 
chaotic logistic map and then these blocks are then transformed in the DWT domain where a 
watermark is created using logistic map and embedded it into the host image [11]. 
 
S. Mabtoul et al. proposed a blind digital image watermarking technique based on Dual Tree 
Complex Wavelet Transform and chaotic logistic map. First, a watermark image as copyright 
sign is pre-processed with a random location matrix. Author apply the Dual Tree Complex 
Wavelet Transform locally on the host image for sub image. Then, according to the sub-
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image data, the preprocessed watermark image is adaptively spread and added into the host 
sub-image DT-CWT coefficients [14].  
 
In 2010, Yoon and Kim developed a chaotic image cipher in which initially a small matrix 
was generated using chaotic logistic map [6]. Authors constructed a large permutation matrix 
from generated small matrixes. The constructed permutation matrix was used to permute 
plain image pixels. Further, a new chaotic image cipher was suggested by Ismail in which 
they used two chaotic logistic maps as well as an external secret key of 104-bits size [7]. 
Control parameters for both chaotic logistic maps were generated from the used external 
secret key. They also employed a feedback mechanism in their image cipher to make system 
more secured. In 2011 [8],  
 
Jolfaei and Mirghadri suggested a chaotic image cipher based on pixel shuffling, using 
baker map, and modified version of simplified AES (S-AES), developed by Musa in 2003 [9] 
.Further, Nayak proposed a chaotic image cipher using logistic map [10]. In the algorithm, 
permutation of image pixels was made on the basis of index position of generated chaotic 
sequence.  
 
Sathishkumar and Bagan suggested a chaotic image cipher based in which block 
permutation, pixel permutation and value transformation were used [11]. Next, chaotic image 
cipher using two chaotic logistic maps and a secret key of 80-bits was suggested by Chen and 
Chang [12].  
 
Indrakanti and Avadhani developed a non-chaotic image cipher in which encryption was 
achieved in three processes. In the last process, a key was generated which keep all 
information about encryption process [13]. Next, Xin proposed a chaos based cryptosystem 
based on diffusion and confusion [14]. 
 
To improve the security of the confusion module, authors introduced diffusion mechanism in 
confusion stage through a lightweight bit level permutation algorithm. Peng proposed an 
image block encryption algorithm based on three dimensional Chen chaotic dynamical 
systems. The algorithm used a secret key of 192-bit size with an image block of 32- bit long. 
In the algorithm, Chen’s system generated a chaotic sequence that was inputted to a designed 
function G which was iterated several times [15].  
 
Sathish Kumar suggested an image encryption scheme using multiple chaotic based circular 
mapping. Based on the initial conditions, each map produces random numbers from orbits of 
the maps. Among those random numbers, a particular number from a particular orbit was 
selected as a key for the encryption algorithm. Further, input image was reshuffled and 
divided into various sub-blocks. Then the position permutation and value permutation was 
applied to each binary matrix based on multiple chaos maps.  
 
Jamei proposed an image encryption using chaotic signals and complete binary tree. In the 
method, perfect binary tree was utilized to increase complexity in the encryption algorithm.  
 
Sathyanarayana designed an encryption algorithm focusing on the application of properties 
of finite fields and elliptic curves. Additive and Affine encryption schemes using six schemes 
of key sequences obtained from random elliptic curve points were designed.  
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Pareek proposed a lossless digital image encryption scheme based on the permutation and 
substitution architecture. In the algorithm, plain image was divided into squared sub-images 
and then reshuffled them. Further, in the permutation process a simple arithmetic, mainly 
sorting and differencing, was performed to achieve the substitution. 
 
E. Chrysochos et al. proposed a blind image watermarking technique based on DCT, 
correlation method and a chaotic function. The proposed technique used a correlation method 
for detection. Author tests the robustness against various image processing attacks viz. noise 
addition, geometric manipulations, filtering, and JPEG compression and found the 
satisfactory results [15].  
 
Zhao et al. proposed a blind watermarking technique based on DCT and chaotic map. Pixels 
of image watermark was scrambled using chaos map with secret keys. After scrambling 
process, these bits are embedded into the least signification bits (LSB) of the quantized DCT 
coefficients. Author test the robustness of the technique against geometric attacks and signal 
processing operations and fount the good result [16].  
 
Shang-Lin Hsieh et al. proposed watermarking technique for color image based on secret 
sharing and DWT wavelet transform.The technique contains two phases first is share image 
generation phase and second is watermark retrieval phase. In the generation phase, the image 
is convert into the YCbCr color space and then created a special sampling plane using it. 
Now the features from the sampling plane image are extracted using the discrete wavelet 
transform. The scheme then generated a principal share image by employing the features and 
the watermark. Proposed watermarking scheme resist several image processing attacks viz. 
blurring, cropping and sharpening, scaling and JPEG compression [17]. 
 
Wu and Shih proposed a watermarking technique based on chaotic map and reference 
register and this technique exploited the characteristics of local spatial similarity and 
generated coefficients that are more significant. This watermarking technique is robust and 
works well under some image-processing attacks, viz. JPEG compression, low-pass filter and 
Gaussian noise [13]. 
 
Yeh and Lee proposed a spatial domain block-based fragile watermarking technique. An 
authentication signature, along with a relation signature, intended for recovery purposes. In 
this technique author embedded a watermark in host image using lease significant technique 
bit algorithms where two least significant bits of each pixel are replaced with the watermark’s 
bits. Resulting the watermark’s bit is spread across to other blocks using a spreading function 
that is based on chaotic map. Fragile watermarking techniques are not robust against the 
image processing attacks [12]. 
 
3. Identified Issues 
 

On the basis of the literature review, it can stated that the main issue with the audio  
watermarking and with all the watermarking schemes which uses other type of cover object is 
to make the watermarked object (which is embedded with extra information) robust to attacks 
while maintaining the imperceptibility. This issue become more serious in case of audio 
watermarking because of the sensitivity of HAS. The requirements of the audio watermarking 
contradict with each other as robustness requires the watermark to be embedded in the 
prominent portion of the audio so that it can’t be removed through attacks. But this will 
definitely reduce the imperceptibility. Also, with increase in watermark embedding density 
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(i.e. payload expressed in bits per second (bps)) the imperceptibility decreases. Therefore, an 
optimal tradeoff is required to be maintained for imperceptibility, robustness and payload for 
the watermarking schemes using better embedding strategies and thus it is still an open 
problem. Some additional issues are identified which are as follows. 
 
Issue 1: Although, the DCT based watermarking schemes have low embedding complexity 
but the use of low frequency coefficients or the DC coefficients as the watermarking 
locations leads to less imperceptibility. There is a need to give attention to the use of selected 
frequency coefficients and better embedding strategy to provide a good balance between 
imperceptibility, payload and robustness. Embedding watermark on a single coefficient may 
not sustain robustness against attacks but group of coefficients when used for data embedding 
has higher probability to show robustness. Also, improvement on these watermarking 
schemes is required to carry variable payloads for adjustability requirement with imposed 
security. 
 
Issue 2: Uninformed destination based watermarking schemes which are mostly used for 
audio fingerprinting requires multiple copies of the audios to be watermarked using different 
watermarks. But, estimation attacks tries to remove the watermark by analyzing multiple 
watermarked copies. There is a need to develop improved uninformed destination based 
watermarking schemes which can combat against estimation of the watermark, unintentional 
mp3 compression and direct manipulation of watermarked samples or coefficients used for 
embedding copyright information simultaneously, with in an audio. 
 
Issue 3: Very less work is reported on analyzing the affect of mp3 compression on the 
watermarked audios. The watermarking schemes in which watermarking is done on already 
compressed audios are prone to format change attacks. The watermarking scheme that can be 
applied to uncompressed audios and robust to mp3 compression need to be developed based 
on the study of the effect of mp3 compression on the individual blocks of audios used to 
embed watermarking bits. 
 
Issue 4: The watermarking schemes in the literature use arbitrary images or pseudo random 
numbers as watermark. Patenting copyright on arbitrary images or key(s) to generate pseudo 
random number is difficult which are mainly used as watermark. Thus, the schemes become 
unacceptable when the watermark itself becomes the public property i.e. can be used by 
anyone. Also, there can be situation when the watermark itself can be used to mislead the 
ownership. To defame a person, arbitrary watermark used by an owner can be used by a 
malicious person to watermark other’s creations. The watermark used by one can be used by 
many more individuals also and claiming the copyright on such watermark and ultimately on 
the cover media becomes very difficult. Less attention is paid on the need to use unique 
watermark preferably those generated from biometric features to combat against ambiguous 
situation and defamation of an individual. 
 
So, in this thesis, the problem in digital watermarking of audio for protection of copyright 
and preventing online piracy is addressed. Audio watermarking schemes based on DCT and 
SVD are developed for improving the performance of watermarking schemes in terms of 
robustness, imperceptibility, payload and security. The need for unique watermark for digital 
watermarking is also addressed. Further, module for unique watermark generation using the 
auditory features extracted from the speech of any individual is developed. 
 
Objectives of Our Research Work 
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Based on the literature review done and the issues identified along with the main issue 
of watermarking, the thesis objective is oriented towards improvement of the uninformed 
source and destination based watermarking schemes with respect to imperceptibility, 
robustness, security and payload. The watermarking schemes proposed are source based i.e. 
ownership detection as well as destination based i.e. pirate detection. The DCT and SVD 
transform is used for embedding as they are well accepted in watermarking domain. The 
robustness against the common signal processing attacks along with compression attack is 
must as the audios are provided on the networked environment with minimum bandwidth 
using compressed forms. The module to generate a unique watermark for owner 
authentication and tracing of the pirate also seems to be an utmost requirement. 
 
The objectives of our work are summarized below as. 
 
Objective 1: The First objective is to develop improved uninformed audio watermarking 
schemes using selected frequency DCT coefficients which is capable of carrying variable 
payload with good imperceptibility and is robust to compression attacks in addition to the 
common signal processing attacks. This objective covers issue 1. 

 

Objective 2: The SV’s obtained from the SVD transformation inherently shows some sort of 
robustness to attacks and small change in the SV’s doesn’t make perceptible change on the 
cover audio object. The second objective is to develop an improved uninformed secured 
audio watermarking schemes using SVD which is capable of carrying high payload and is 
robust to compression attacks and direct manipulation of the SVs. This addresses issue 2. 
 

Objective 3: For robustness against compression attack specially the mp3 attack, the blocks 
with in an audio are required on which there is least effect of compression along with 
robustness to other common signal processing attacks. So, the third objective is to identify 
such blocks after analyzing the effect of mp3 compression at different compression rate and 
developing embedding strategy on the individual blocks to improve the robustness. This 
resolves issue 3. 
 
Objective 4: For dealing with issue 4 a unique watermark generation module is required 
which is capable of producing a unique watermark. The unique watermark should be able to 
combat against the problem which arises due to common ambiguous watermark. 
 
Conclusion 
 

Requirement of digital images in multimedia transmission over network is important in image 
processing. For this purpose evaluation of transmitted image is important. This proposed 
method use same size of color images to encrypt and decrypt images directly for real time 
applications. This proposed technique provides good selection of key image by which 
successful cryptography is achieved. An extensive study of security and performance analysis 
of the proposed image encryption technique using various statistical analysis. key sensitivity 
analysis, differential analysis, key space analysis, speed performance, etc. have been carried 
out. Based on results of analysis, it is concluded that the proposed image encryption 
technique is perfectly suitable for the secure image storing and transmission. 
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